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Research on Secondary Equipment Centralized Security Operation and Mainte-

nance and Key Technologies of Active Perception, Diagnosis and Early Warning
WU Congyun', LIU Bin', SHEN Zizheng', YAN Li**, LIAO Xiaochun
(1. Guangxi Power Grid Co., Ltd., Nanning 530000, China;
2. Wuhan Huadian Shuncheng Science Technology Co., Ltd., Wuhan 430071, China)

Abstract: [Introduction]| Aiming at the current problems of the continuous update of the security requirements and low efficiency and
uncontrollable effects of security rectification on-site operations for the power monitoring system, and the status quo of large area off-
grid operation of some secondary equipment without effective rectification methods, secondary equipment centralized security
operation and maintenance and key technologies of active perception, diagnosis and early warning are studied. [Method| Compliant
grid-connected devices were unified deployed in substations, the technologies of deep belief nets multi-class support vector machine
intrusion detection and adaptive probabilistic marking scheme IP traceback were used to filter recording data, active percept and
retrospective diagnosis invaded threats, the risk early warning and comprehensive assessment technology based on combining with
threat and adversarial analysis were adopted to carry out impact assessment and rating, and the existing recording master station
system was used to expand the security operation and maintenance management business to form centralized operation and
maintenance management model. [Result] Practical results show that this method can achieve the goals that the security system of
substation secondary equipment is centralized managed and efficiency of operation and maintenance is higher. [Conclusion| The
proposed method is effective and feasible to solve the problem of on-site security rectification of secondary equipment combined with
the Guangxi power grid operation case.
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Fig. 1 Substation secondary equipment centralized security operation and maintenance architecture
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Fig.2 Substation secondary equipment centralized security operation and maintenance method
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Fig.3 Threat active perception and traceback diagnosis based on intrusion detection and traceback
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based on the combination of threat and adversarial analysis
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Fig.5 Substation secondary equipment centralized security operation and maintenance mode
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Tab.5 Substation secondary equipment centralized security operation and maintenance management model

B2 Wi RS T LAV WS HiC
Fop——" (DM = (2)mFEFE M CVE- X4k 5‘%,%ﬂm‘iﬁﬂ: AT
; " 2019-0708 i il - 4 TR XLy 2 2 (1D)EM = (KB4072212) ; (2)CVE-2019-0708 i il (KB4499175) o

S B < 55 5 RS R - R S m e T 2
S R 5 2 I TN T 45 (KB4022722)
(1)telnet FTP R T HAHH ; (2)4k (1)727%% SSH, jil i {# F SSH AU%; telnet . FTP; (2) Bt B A ML Il 45 1

B BRREE

R %ﬁﬁﬂﬁ&@iﬁﬁﬁﬁ%ﬂ@%ﬂwﬁ BB ) i B SSH A 1P (3) {66 HUBSC PN S + (4)root J P
tots ' RN W
root #AE . R SR .
Hmﬁﬁ(H%M%“*%(ﬂmv%ﬁ%ﬁﬁﬁﬁ%%m@@dﬁﬁ%mﬁﬁm(ﬁﬁ%%%%ﬂ%%%%%@ﬁm%%ﬂw&
B ()P B AR, SRR T SRR T 2 300 s,
E$$ﬁ(nwwg*%$#(ﬁHm%ﬁﬁh@5&%%@@:Mnm%%%$#ﬂ%ﬁﬁmmmﬁ%An%&ﬂﬁmﬁi#
PN e TSR 1/3 ARG S5 28 - 1% (syslog. conf) B R A7 400 (A5 B G2 K5 HiE) o
WA HA  e-mail .telnet rlogin fip ZEEIR S EZESlemm:m%miﬁ
6.3 THIZXIZEERIZHENFIRA DL B I T 2 12 T 0 ) e R T Uk TR R
X F i R AR TR FR TR L 4, sk ], SR S B IR £ B3 A AR vh 2 B i dE AR

GOl Z iR R E P IE g, BT R
75 HL A RO 2R A 5 B AR R AS 22 Bl
TR ZR R B PR UL B R (5 8 S . JRORT EE
PN R E AR PR, P R AR AR
Ul A T D2 AR {5 ELJR URN 5 15 385 T )
Al AR/ RS IRA

X, HEBCREGEERnE e o, WEH LR
i, CVE-2019-0708 il £ iz 4E 20 R 48 T 90%
UL FIHZ 438 BT 5 BREBE B 5 B 4 T e it

, [P R A B, BIVAT 52 0 42 By
%%%%$ﬂﬁﬁg%ﬁﬁ,%%g%km%1ﬁ
JE 1RSS5 Sl

*6 ZEKERB/MAMENXEER TR ERITEZE LS

Tab.6 Remote desktop vulnerability/comparison of security operation and maintenance efficiency of two modes for

substation secondary equipment
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