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Abstract: [Introduction] To further explore the potential influence of malfunctions in the information network on the power operation
systems and assure that the results are replicable and acceptable, [Method] the research established a lightweight co-simulation measure
of the cyber-physical system in power substations based on the open-source environments. According to the topology of the power
monitoring system, a virtualization framework of substation process level through Mininet was firstly built, and, in virtual hosts, the
models from Scapy were imported to define the malfunctions in the communication system. Then, the calculation functions were
modified automatically based on the simulation results from the Mininet-based virtualization framework. Finally, the stable/transient
computing cores of PSD-BPA were externally called to produce stability results, and the lightweight CPS co-simulation platform was
eventually obtained. [Result] The simulation results suggest that the time delay of around 64% of links is increased more than 10 times
and the operation time of the protective relay is postponed at least 12 cycles. According to the transient-stability-based index proposed in
the research, multiple substations will engage serious out-of-step failures during the calculation period. [Conclusion] The impacts of
malfunctions of the information network on the power energy system are quantified based on the screening results using the proposed
transient-stability-based index.

Key words: power cyber-physical system (CPS); Mininet-BPA co-simulation testbed; power system cybersecurity; power system

stability analysis; cascading failures

imBEHEE: 2021-06-11 f&E HE: 2022-02-19
EEWH: FEEEE RERHTE “STEBWHEAS REMMB LB RFEE TR (EV05391W)


https://doi.org/10.16516/j.gedi.issn2095-8676.2022.04.001
https://www.energychina.press/

2 7 RETR A B

9%

2095-8676 © 2022 Energy China GEDI. Publishing services by Energy Observer Magazine Co., Ltd. on behalf of Energy China GEDI.

This is an open access article under the CC BY-NC license (https: //creativecommons.org/licenses/by-nc/4.0/).

0 3l

i 255 Rl Y5 L 1Bk X 788 15 R B ) 5 1 2 R A e
115 B B Al & R 45 (CPS) 1E i i, 135 47 6
W | 43 4 B4 R P 2 st Bdi I 22 ] 1 3 [
gl R DL “H ) B IR 55 N e 2 B
SRR N BRRIE BT T, KR LA R B AY
BB N AR LE SRR R 5. MRk
R PEHR, A 2006 AF g VK R 55 1 SRRHA B
LI, CPS 14 ki UGS i e — L AFAE M I
— BT T, L HT CPS B2 4 ) R A 5 3 15 1 ol 4
LM TRRIBITR ML A 2 A, HAF AR e
BE T30 M BCF SRR fE B R G b e (5
SRS SR DL RS R A, 7Rl AR RE Ak B R =
JEAE TP CPS ALHY rpr Sy BRANN BB YR R S8 1 T 4% [
Y,

WAL 1 CPS e 52 E e s B & a5
PEATHTS, F T W0 45 M A 0 H 738 A TR AT,
H17) CPS B HUR 4 ) 5 1l AR, 1 ) CPS (12 52
Wy B S AR R T K AR AT I B 22 30 R
{E 1 AR50 5 00 B A R A A B I s AN 1)
M AL, R AR B CPS LR KAt
AR, Hoh o g i ) TR SR BE
TERE, #8580 HIRuE". M J7 CPS A% 4
R R AS B AT 2 HE AR B , BRIV AR R G
102 4 S R bR A, BV B2 2 L A ) B L o Jfs 553
AP R FE . CPS BREE H AT Al {75 8 % & Wl 1 T
PRI BB AR A AT RE O R A, HAa SR,
HESYMEE ) RELGA LA, TikE BT 2Pt
R HO AR5 K TR A, A Bh T sk e Ao
CPS RGN A% 4 “miti” , 5 Bh & 258 N R AE
T BT B B A

J9 T B AR Y S CPS L5452 4 I, 21 1T
WITAE Y A @ T RT N R R EEAREGE
BT, 285 H VB AR IRV, O ABE SR HASE, I MR 5 725 F i
HP DRI e 07 2475 8 R TR S I S AT ) A O o
B 3R TAESD> CPS BEA 7 AR 55, S/ 5 B
G TR L W B3R AE . Liu 7F CPS
il A O B R B T b R A iR (MIMD) | 4B 48R

[l

55 Wit (DoS) 45 M 48 MUt i & 1 ARG G ) TR K
B i) A2 2 e R BE R I, 2 BT RTDS $54
TSR ) 4% (WAMS ) 2844 1) 2 52445 B R 48
W45 il 15 2 AN 2 1l T PSR B BT B R 5
o, F5 3T CPS AR %) 48 i BRE AT A R BR i L
2 G0 W R R BF 5T R B OPNET Al
RTDS/RT-LAB IR G BV & Al LIS L 2 4H i AL
F MR S A Bh A 0 1, SR A S B KRy R 3
TURSEA AR SR, (H R T AR AR B, IR A
K, AN LR R &, B A L,

R 1 U BT 5 038 TR R AT 90 R, 2R 3
FH A E XM 4 (SDN) BRE, H5 i F7 35 i % S oo 1
G ar BT, A X S5e, Bk T IEC 61850
PSR I B ARAE . N AR UERF S 45 SR 5 TR,
AR e, SO TR RS T
ARl CPS A 05 BRI T, 2 sTik
$i: (1) FE TSR TR AZ sl W R TR LR,
3t 9 25 M LS Mininet 35 22 148 B o ik L2
P 245 114 R PBL AR AE 02 e i 40Tk A4 388 A B ML AP 3R
BE AL M ERE Scapy BB 15 R SRR (2) 18
118 FHANER ) PSD-BPA # A2 it B a% L, B 1 1%
Gify Wl PR, ST SO R R B
H 3h 55, S2P T 5T Mininet-BPA () CPS #£# 4¢
A5, R 2R TR IR AR A e £k sk 5
2220 P TR I P AT SR (3) AR LR Y ) 2% 2 4
FF, i PR A TR B I0IE T 5 T )y CPS Bk
B EAELR 14 223k 1 3k 2R R (1 PR Ay
IG5 T XERE )RR RR

1 ETF Mininet-Scapy BE &G EHE NER
ERMEIER R MR AR

F£T SDN i, P28 B %% Mininet $2 4L T —
FhAE R 2% . Sl BERE . FHLEZ X RIS
RS MIUE LU E VR e S N B B ¥
A, /2355 T Mininet-Scapy HE 42 B 42 A6 15 5 )
KM E TS B ML 1T o)A f sl RE2R
REER[AIE o 722 W 45 40 F Y CPS faifb iy, & 1
AT T HE & SR X 7 09 4 S 3 2k, A7 EAEIE


https: //creativecommons.org/licenses/by-nc/4.0/
https: //creativecommons.org/licenses/by-nc/4.0/

5 4 1]

Wz, % BORRLERERRNFEBYB S 0F 57k 3

AR o B2 W 45 Mininet JE U AL 2R o 1
Linux FR45 7, 3l 1 {5 B 4% Mininet & #0409 2541
£ M EHLTE Linux KR A %> Bash #F 2, T
ot . ENCHFR GV RS . (HUEFETE N
a2 M 2P Bl B R 83 11 B L B
KBS 75451 Bash YRR 0] DLig 776 7 H
SERE ) L5 AR, BT R R RACRS AN T RE L B
N H I, SCEEIACH 3ET Mininet B HE 1Y 2 421 9
28 AT LA Ay 1y M A B B S A 3 S AL PR 28 RRAE
&l 1 BT Mininet 152480 % 0915 807 EOAE 42 5L
bR T 5 B RGN BAE B ELR AL Sk,
5 A ¥ il %5 (Controller) 7 5 o 3X J& FH T Mininet J&
5T SDN AR H, J5 25 SAVRRE 245 B 4%
1) 45 42 1 D e 52 91 52 A6 R — > Bk A D R A B
FH P RT3 o0 1 3 A8 S EOR B A5 T TR A
iag, DLt ial A P il 4k i 3m 45 sl th il 3¢
T LI, PEREERIA AR LA RY, B9 ]
SR B O B A 45 5 % “ Controller” 14 &
“Controller-Remote” , BIANEG SN SCAS 1l iy 42 i i A5
o B s ] g 38 0 Ry R 2, A {5 B K S
2, IR IX 5.
ST Ay I A v A PR R A M, AR B
IEC 61850 #rifk, SCHEH H 148 B il £ 8 (7 ELAE 2R

WG T SV A GOOSE 5 M, LALIX 73 Ff- 5
JCAIE RE L (A5 NS . SCREBERE T, 58
B2 B E 1 JT & BT Scapy 1E b 44 R IR &
GOOSE(SV) £ 44 1) Dy B B, 388 o0 i & L PN o
BSH, v A & SORCE EPLA E G TP, MAC Hidik LA
KRG B4, RAERTSCA4H, BT Mininet 11k
T A LT T ik ST 3 R AL A A a0 R A
HH, B4 EHLE R L 3217 Scapy BYEE AL & Yy hE
NS H AR

2 451 T 5T Mininet-Scapy BeA15 B 1Y A H,
{5 B M LR . EZ IR PR DL % A
HER, A R T &l 2 5T NS3 AR
S FER BB, ORI NS3 S HFHE 2l (5 Ui fe
AL, HiE R Mininet #2482 17, 1: Mininet 3=
HLIZFT NS3 PN&B 8 5 s, 45t = 07 B w1 . 19l
n, s A S D7 EURTE “CSMALInk” i 2 it
T NS3 JF k. 1£411 Mininet % A NS3 fl& T & %
ARAE T TG, A RIS

2 ETERYERSHENITIHRVERR

FH A2 B ol {5 B DX 2 1 FULAL HE 42 AT 71, Mininet 4%
A EYTUUEF HEE LSS, 2SR
Wireshark #2 /5 Rl n] 25 36) i R [ A9 58 o i, F

' N\
; T
SR e ,— Fiill & (controller) Mininet HEAOLEH
i) | Minine BRI S~ — — — — — — — — — — -
|
‘ ’ () (e en ) (uen 2) (Ren 2
|

UERES-

Jj 7
5537
T )

BRI S I S

TR M2

' GOOSE

e P 24 30 ik

Mininet J&1

|
i D - -

CMU FHL 1> CIED EX D (MU FHL D QED EX 1)
N

_/

T

I [
T Tsv

[ koo |

HEIRTE]

GOOSE

Ut (IED)
%

L TSR TR R G

/A%J‘Tﬁﬁfn I BRERR 1 AIFEAIT 2 AR 2 (R R

[
w

1 EBATEM CPS A K ET Mininet LAY E ML IESS

Fig. 1 The model of power substation CPS and the corresponding Mininet-based virtualization framework
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Fig. 2 Simulation solutions of the information system based on Mininet-Scapy framework
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Fig. 3 The CPS-based co-simulation scheme of power system analysis on delayed-operations of protective relay induced by information

network failures in the 220 kV power substation
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Tab. 2 Time delay results of protection devices in the power
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Fig. 4 The screening results of cyber-physical coordinated evaluations based on the peak-load dataset of Hainan grid
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TPk, )y CPS A TRRINR Bt 7 —Fh S5 A &
SO K R R G A IR Tk . BT S2briy T
REGA], SCEE BRI HH 5 i KU oty s MR, Al
T LR A AR B SR X L BRI AR SRR,
[E]FBAIE 1 i B R P A5 AL G L T AP B A 4 CPS %2
ARSI, B0, X6 T AR R AL
A 7 T B AN (7)) e 2 P4 o S e T 2 T AR S Y

TREM . AN, SCEAERRA I Eh B s T 5em
R BRSBTS RS R A B
FUH, A4 R TR 9 [R] I 0 22 A 0 M T AR Ui
TELSEIS Y 22 L A Jy iR At 1 ] A7 R

AR BE IR Y AR FE R R LURTRE IR &2
KRR AR RE R &R o S REAL . S MUAL A s ) A
SRR A2 2 FRL T3 AT 19 245 -5 15 JE 0 246 ) 5B
7, BJ1 CPS W Z &Y stk 0% . IR SIS Hs
ARELAALTR S D7 H I REA U, 48 R B 232 BLACR, [
PR 5T 2 R ] B R4 6 22 A SR 0T v L BB i
W) IZ BB L ) R G R

Bt 3% A BT Mininet 71 % B Th BE R IR 04 (X 5D

RS> EE AL Linux P55 4 2T Mininet 45
SRS SV ESE R G

# AL

#H, ML A List

# S, SR AT, list

# LR G list

# DataRate, 7 7.

# Delay, SE il i 7E

from mininet.net import Mininet,
CLI,ns3

from mininet.ns3 import CSMALink

def SubstationNets Initialize(H, S, L, DataRate,
Delay):

net=Minine t(controller= ‘Controller-Remote ’,

Controller,

autoSetMacs=True)
net. addController('Default Controller')
for h in H:
h=net. addHost(h. name, ip, defaultRoute=None)
h. setIP(h. IP, intf=h. MAC)
h.setMAC(h.MAC, intf=h.MAC)
forsin S:

s.addSwitch(s.name)

forlinL:
CSMALink(l,DataRate,Delay)
net.start()
mininet.ns3.start() // 1% NS3 ¥ki
CLI(net)

If name ==° main_:
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Wz, % BORRLERE

R (47 B IR 5 7 LT 125 9

SubstationNets_Initialize(H,S,L,DataRate,Delay)
Mk B Bk 1 ThAE ST K AD

# A SHC

# tao_x, {5 A7 FLAY I HELY

# sub, RG0S HL il YRR T )

# ¥ ii 1L delta max, miu_min, sigma min, kappa,
t 0,td,

import os

def calculate():

[ list

os.run(‘bpa_pfnt.exe’)
os.run(‘bpa_swnt.exe’)

2.

if name ==‘ main

gamma_delta, gamma miu, gamma_sigma=0

for n in sub:

update_swi(n,tao_x) # update swi() 1&2i.swi 14,
AN

r=calculate() # F G VI Bk 420k 2K R 4

p_list=r.read() # p_list {7 R o1 2 2k A5 B,

for p inp_list:

if p._overloads_time in [tao_x,t d] # V& U2k #% i
BfFE, IFHIRTH

Xcade_swi(p_list) # 76 A2y O AR
Xcade swi()

r_Xcade=calculate() # 7] 7& JiL.swi -~ H S il i 2%
S5 e Es)

p_list, delta, miu, sigma=r Xcade.read()
if _delta>delta_max: gamma_delta=1
if miu<miu_min: gamma miu=1
if sigma<sigma min:gamma_ miu=1
if gamma delta==1 or gamma miu==1 or
gamma_miu==1: pass

else

p_rate, p_max = r.read(p_list)

gamma_p = sum(p_max)/kappa*sum(p_rate)
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